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Raven Global Training
Course Syllabus

Audits of External Services Providers
One Day Outline


COURSE OVERVIEW

Many organizations use external service providers, including service organizations for a wide variety of business processes. Some may believe that with the “outsourcing” you can rely on that organization to fulfill its terms and conditions laid out in the contract. However, others know different and rely on external reviews, including SSAE 16 and contract audits, to ensure all processes meet corporate standards and help protect your corporate interests and your customer’s rights.
WHO SHOULD ATTEND

Management interested in learning more about the requirements, including attestation letters
Business professionals using SSAE 16 and other external reports

Operational and IT Auditors performing reviews
ATTENDEES WILL (NASBA Learning Objectives)

Discover the basic elements of the SSAE 16 and other related standards
Understand the fundamentals of control reviews for service organizations
Discuss common challenges and pitfalls in compliance with SSAE 16 
Explore strategies to improve external service provider performance and compliance
Learn to communicate and resolve concerns with external service providers
COURSE OUTLINE (8 CPE):
Out with the Old…In with the New: An overview and comparison between the standards
· Statement on Standards for Attestation Engagements No. 16 (SSAE 16), Reporting on Controls at a Service Organization

· International Standard on Assurance Engagements No. 3402 (ISAE 3402), Assurance Reports on Controls at a Service Organization
· SysTrust

· SAS 70

· Other standards
A Roadmap to the New Standards

10 Essential Elements for Successful Reviews: Guidance for Service Organizations

Standards for Physical and Logical Controls

Identifying the right report (SOC1, SOC2, SOC3)

Reading the report

· Independent service auditor’s report (i.e., opinion)

· Management’s assertion letter 
· Subservice organization’s assertion letter, as applicable
· Management’s description of the service organization’s system, referred to as the description of controls in a SAS 70 report

· Independent service auditor’s tests of controls and results of tests (Type 2 report only)
Contracts, SLAs, and other interests for External Service Providers
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